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Abstract. Nowadays, computer technology and social media can be used in certain ways to create posi-
tive or negative images of political communicators. More and more people receive political communica-
tion with the use of electronic devices via the Internet and social media. The ways in which one can
create and transmit images of political communicators have evolved. Companies use new methods of
gaining and delivering political information to receivers. At present, information technology is some-
times used not only to send political information but also to manipulate the receivers and change their
political views in the fight for support and to win elections. Electronic devices, the Internet and social
media, can be used to gain support or to defame political opponents. This paper has been written to bring
closer how social media participation, computer technology and software can be utilized to obtain in-
formation which then, neatly tailored, can serve as a tool to manipulate political views of addressees of
political communication. This article presents the procedure of obtaining, processing and applying
information in creating images of politicians by private companies. It also analyzes people’s awareness
of ways in which social media communication can be used in creation of political image. Hence,
a survey has been conducted to research the participation of university students in social media and their
awareness of how the data obtained from them can be used in for political reasons. The paper also ex-
plains how incorporating and combining social media platforms, psychology, algorithms, the Internet
and cutting edge computer software opened new ways to impact political views with political communi-
cation.

Key words: image, communication, political communicator, computer technology, social media, the
Internet, data, psychological profile and personality test.
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1. Models of communication suitable for political communication
description

Creating images of political communicators and sending them to their receivers
is in accordance with the model of communication as a process published by Shan-
non and Weaver in 1949 and the model DRAAM (domain-resource-agent-access-
management) introduced by Puppel in 2004 (Shannon, Weaver, 1949; Puppel, 2004).

Table 1. Data based on: (Shannon, Weaver, 1949; Puppel, 2004)

Models of communication suitable for political communication description:

Model of communication as a process
DRAAM model (domain-resource-agent-access-management)

Shannons’s model of communication as a process is a good foundation on which
creating image of political communicators can be based and explained. This mathe-
matical model describes communication as an organized event in which there are
certain necessary components of the process which are also present in mass media
and social media communication. They include:

- Sender — is a person who sends message via a machine,

- Channel — is the medium used to transmit message,

- Decoder — a machine which decodes signals into message,

- Receiver — is the addressee to whom message is sent.

The sender uses a code understood by the receiver to encode the message. This
code can be a natural language. A technological channel is used through which the
information is sent. Nowadays this channel can be a smartphone, a tv set or a com-
puter. Then, the receiver gets the message, encodes the information and can respond
to it in a particular way. This receiver’s reaction is called the feedback. The process
can be interrupted by the noise which is the physical disturbance that can disrupt the
communication process along the way between the sender and the receiver (Shan-
non, Weaver, 1949).

Puppel’s DRAAM model (domain-resource-agent-access-management) concerns
interpersonal communication towards an ecology of human communication. It in-
cludes individual human agents in the ‘agent-environment’ framework that high-
lights their role in communication. It approaches human communication in terms of
predominance of language functionalism of spoken and written language resources.
The DRAAM model emphasizes that human agent communication depends on
a large number of environmental (ecological) factors which influence it. Apart from
that what impacts communication is the management of different communication
resources by the human agent. The domain-resource-agent-access-management model
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proposes a dynamic framework of interdependencies as a proper balance between
human agent’s communication and the environment (Puppel, 2004).

There are certain assumptions included in the Puppel’s paper entitled ‘An out-
line of a domain-resource-agent-access-management (DRAAM) model of human
communication: towards an ecology of human communication’ in which the model
was proposed and explained. Human agents take part in Universal Communication
Space (UCS) with their potential/ability to communicate. Human agents are partici-
pants in so called Universal Social-Cultural Space and use their Human Communi-
cation Potential. Communication is contained within communicative behavior dy-
namics (CBD) that Human agent activates in communication act performed in
communication process. Human Communication Potential is a dynamic and com-
plex phenomenon determined by the human agent and his operational fitness. Hu-
man agent uses Communication Resources that include language and speech re-
sources. Communication Resources depend on the agent’s knowledge of language
structure and functions, time and speech production mechanism (Puppel, 2004).

2. The procedure of using data, the internet and electronic devices
in creation and transmission of political communicators’ images

Electronic devices such as smartphones, tablets and modern tv sets have the
abilities that computers have and are used to transmit images of political communi-
cators. There are certain companies that have taken part in the procedure of sending
political images to viewers through electronic devices. Some of them have earned
money from selling and managing computer data that was used for image creation of
political communicators, such as for example: Facebook and Cambridge Analytica.
Actions of the latter British company that was funded by Robert Mercer, are a matter
which had an impact on the images of political candidates such as: Clinton and
Trump and their voters in the United States Presidential Elections in 2016. These
companies have changed the way in which image creation of political communica-
tors can be approached. One of the ex-Directors of the British company revealed in
her own words that: the largest budget is set for purchasing raw data from consumer-

Table 2. Data based on: (Jankiewicz, 2012: 28)

Examples of electronic equipment used for transmitting images of political communicators
via the Internet:

Smartphones
Smart TV sets
Tablets

PC computers
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-facing platforms like Facebook; then, the firm would acquire more specific infor-
mation about its target audience through surveys and games (like personality tests)
(Cao, 2018).

Whistleblower Christopher Wylie explained how 87 million records acquired
from Facebook could swing the scales of 2016 United States Presidential Election.
The aim was to transform surveys and Facebook data into propaganda which was
called ‘political messaging weapon’ (Hern, 2018). The operations of influencing
candidates’ image perception was exposed by Wylie in the press.

Table 3. Data based on: (Hern, 2018).

Elements needed to influence image perception were:

data science,

human psychology,
data gathering,
building an algorithm.

What was needed to create this political messaging weapon were: data science,
human psychology, data gathering and building an algorithm. Except for that, a few
hundred thousand people were asked to fill in a 120-question personality quiz which
was used to predict a person’s psychological profile.

Table 4. Data based on: (Hern, 2018).

To create a ‘feature set’ Facebook data gathering included:
the Facebook likes,
personality tests,
natural language text,
and clickstream data (record of one’s browsing activity).

Data gathering included: the Facebook likes, personality tests, natural language
text and clickstream data (record of one’s browsing activity).

Table 5. Data based on: (Hern, 2018).

‘Five factors’ model used to create psychological profile of people:
openness to experience,
conscientiousness,
extraversion,
agreeableness,
neuroticism.
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All the features were used to create a ‘feature set’ to make predictions on. Dr
Aleksandr Kogan an academic of Cambridge University created the survey applica-
tion using personality profiling which was later used to influence political views of
hesitant receivers of deliberately sent political messages. A ‘five factors’ model was
used to profile those people. These were: openness to experience, conscientiousness,
extraversion, agreeableness and neuroticism (Hern, 2018). People that participated
in the survey were paid from 2$ to 4$ but did not know that their psychological pro-
file was created and that ones politically hesitant would later be targeted with politi-
cal messages. Later, Kogan blamed the two companies for having been used as
a scapegoat. Using Facebook data, the British company built tools that could influ-
ence the behaviour of American voters by identifying their personalities which was
later used to send them information in order to change their political views. These
techniques of so-called psychographic modelling influenced Donald Trump’s cam-
paign in 2016 (Rosenberg, Dance, 2018). After logging in on one’s account and
agreeing to take part in the questionnaire Facebook had access to data concerning its
users without telling them. Also friends of the survey participants were directed to
the psychological questionnaire by a website called Swagbucks. (Rosenberg, Dance,
2018). Harvesting data of its users was a violation of Facebook’s rules at the time.
Facebook executives claimed they had deleted the spying application in December
2015 and that the participants of the psychological questionnaire were told that the
collected data was to be used only for academic purposes which was not true. Face-
book also claimed that its users were misled by Cambridge Analytica’s Russian-
American academic Aleksandr Kogan. After US congress hearing Facebook owner
was made to pay 600 thousand dollars fine over the scandal for mishandling peo-
ple’s information which took the company only 18 minutes to earn.

3. The survey yes/no questions and data provided
by the research participants

Bearing in mind the deeds of the two companies a survey was conducted among
university students to be used in this work. It concerned using social media plat-
forms, the Internet and computer technology for political reasons. The study was to
find out how much people knew about the way in which social media, the Internet
and computer technology can be used by companies in order to influence the receiv-
ers of political messages. 92 university students were asked to fill in an anonymous
survey including sixteen YES/NO questions. The participants were all adult univer-
sity students of daily and extramural studies including both sexes.

The following figures present the questions and data that the participants’ an-
swers provided. The yes/no answers are given in percentages represented in numbers
and graphics.



98 Adam Jankiewicz

1. Do you use social media like: Facebook, Twitter, Instagram or other?

m1.YES99% m2.NO 1%

Figure 1.

2. Do you often use (e.g. a few times a week) social media like: Facebook, Twit-
ter, Instagram or other?

= 1.YES99% m2.NO 1%

Figure 2.

3. Do you have an account in social media that you use?

= 1. YES100% = 2.NO 0%

Figure 3.
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4. Do you know that the owners of social media can trade your so called ‘likes’
or other information concerning your visited websites without your knowledge of it?

= 1.YES90% = 2.NO 10%
Figure 4.

5. Would it be OK for you if social media could sell your likes or other infor-
mation concerning websites that you visit to other companies without asking you for
permission?

m1.YES5% m2.NO95%
Figure 5.

6. Are you acquainted with how your likes and other information concerning
websites that you visit can be used to get financial profit via the Internet?

= 1.YES34% = 2.NO 66%

Figure 6.
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7. Are you acquainted with how your likes and other information concerning
websites that you visit can be used politically via the Internet?

= 1.YES33% = 2.NO67%

Figure 7.

8. Are you acquainted with the activities of Cambridge Analytica?

= 1.YES5% = 2.NO95%
Figure 8.

9. Are you acquainted with how the activities of Cambridge Analytica could in-
fluence the receivers of political messages in the United States?

= 1. YES5% =2.NO95%

Figure 9.
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10. Would it be appropriate for you if a company created your psychological
profile without asking you for permission?

m1.YES3% m2.NO97%
Figure 10.

11. Would it be appropriate for you if a company created a psychological profile
of the members of your family without asking them for permission?

= 1. YESO% =2.NO 100%

Figure 11.

12. Would you have anything against trading and earning from your psychologi-
cal profile created by a company via the Internet without your knowledge of it?

= 1. YES75% = 2.NO 25%
Figure 12.
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13. Do you think that trading data of your Internet activities without your
knowledge of it should be banned?

m1.YES93% m2.NO7%

Figure 13.

14. Do you think that your Internet activities if legal should be protected by law
as (your) intellectual property?

= 1.YES92% m2.NO 8%

Figure 14.

15. Would you feel endangered in a way if your psychological profile was creat-
ed and used as well as data of your Internet activity?

= 1.YES89% m2.NO11%

Figure 15.
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16. Do you think that if companies created and used psychological profiles of
social media participants as well as data of their Internet activity could somehow be
dangerous?

= 1.YES95% m2.NO 5%

Figure 16.

4. Data analysis

Majority out of 92 university students (99%) often used social media. This
means that hardly anyone does not use social media nowadays. The word which
deserves emphasis here is ‘often’ and suggests that overwhelming majority of the
people that took part in the questionnaire were willing senders and receivers of so-
cial media communication.

All the people that took part in the questionnaire had a social media account
(100%).

Only 5% would accept social media owners to sell and use their likes and Inter-
net activity without asking them for permission. This shows that the participants of
the survey would rather be asked or at least informed about their computer data be-
ing collected, used or sold.

One in three (33%) knew how their likes and Internet activity could be politi-
cally used.

Only 5% knew about the activities of Cambridge Analytica and that this compa-
ny could influence political messages receivers in the USA. Therefore, very few
people were acquainted with or ever heard of the deeds of Cambridge Analytica.

Only 3% would accept if a company created their psychological profile without
asking them for permission and none would accept (0%) if it concerned their family
members. This means that for majority of the people that took part in the question-
naire creating their psychological profile was unacceptable and that if it concerned
their family totally unacceptable.

93% agreed that trading data of their Internet activity without informing them
should be banned. This reflects the questionnaire participants’ disregard and rejec-
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tion of the idea of selling information concerning their Internet activity without be-
ing informed.

92% agreed that their Internet activity should be protected by law as their intel-
lectual property.

89% would feel endangered if their psychological profile and Internet activity
was used without their knowledge.

95% agreed that it could somehow be dangerous if companies created and used
psychological profiles of social media participants as well as data of their Internet
activity. This reflects that majority of the questionnaire participants would see
a threat in creating their psychological profile and using it without their knowledge.

5. Conclusions

Summing it up, the data collected through the questionnaire supports the view
that using Information Technology for creating image of political communicators
was something new for majority of the 92 research participants. Most of the people
that took part in the survey were not aware of the fact that collecting, selling and
profiling information gathered through spying on social media accounts could not
only be traded but also used in political campaigns as it had been in United States
Presidential Election in 2016. The research also proved that overwhelming majority
of university students communicate through social media hence are potentially sus-
ceptible to being spied on by companies in political or economic sense. Facebook
caught red handed breaking the law and its own rules with Cambridge Analytica that
manipulated political views of social media communication participants opened
different areas in which people’s data protection rules should require new attention
by researchers, the state and lawmakers.
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