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Psychological mechanisms of disinformation
and their impact on social polarization'

Abstract: This article examines the complex relationship between disinformation
activities and the rise of social polarization. The study identifies the main psycho-
logical mechanisms through which disinformation exerts its impact and explores their
connection to factors shaping polarizing social attitudes. The article conceptualizes
the key disinformation factors that contribute to social polarization. By integrating
research perspectives from social psychology and social research on communication,
polarization, and disinformation, cognitive mechanisms are applied to the field of
security sciences.
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Introduction

he modern world is grappling with the issue of social polariza-

tion, a problem that is increasingly fueled by disinformation spread
through social media and other communication platforms. Several psy-
chological mechanisms contribute to polarization and increase the effec-
tiveness of disinformation campaigns. The rise of new forms of commu-
nication exacerbates psychological vulnerabilities, creating fertile ground
for disinformation. As a result, cognitive abilities and critical thinking
skills are diminishing, while attitudes that favor clear, black and white
divisions are on the rise. People become cognitively biased, ignoring op-
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posing arguments and remembering only information that confirms their
pre-existing beliefs. Disinformation also fosters a strong fear of different
viewpoints, attitudes, or opinions, further entrenching division. Psycho-
logical mechanisms involved in the disinformation process play a role in
deepening social polarization.

Therefore, the purpose of this article is to study and identify the psy-
chological mechanisms of disinformation that contribute to the increase
in social polarization. In line with this objective, the research problem
discussed in the article boils down to the following question: What are
the psychological mechanisms of disinformation that lead to an increase
in social polarization? The problem will be addressed by answering some
further questions, such as: What are the main psychological mechanisms
of disinformation identified in modern disinformation research? What is
the relationship between disinformation and social polarization? How are
psychological mechanisms of disinformation utilized and orchestrated in
efforts aimed at increasing social polarization?

This study aims to provide valuable insights into the psychological
mechanisms through which disinformation influences social polariza-
tion. The findings offer a methodological foundation for further empirical
research and can also help in the development of effective strategies to
counter disinformation and foster social dialogue.

This article contributes to the study of disinformation and social polar-
ization by integrating diverse research perspectives — including psycho-
logical research on disinformation, security research, and social research
— to explain the mechanisms through which disinformation can exert its
impact. The article proposes a new model of social polarization incor-
porating the role of disinformation. Moreover, authors plan to develop
practical and methodological recommendations for further research on
disinformation and social polarization.

Research methodology on disinformation and social polarization

The research methodology used in this article is based on an interdis-
ciplinary approach, integrating different research perspectives from such
areas as psychology, information security, and social sciences. The meth-
odology involves a comparative analysis of research on the psychological
mechanisms of disinformation, enabling to identify key factors affecting
social polarization. The following methods are used in the study:
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— comparative analysis of research on psychological mechanisms of
disinformation to identify key factors influencing social polarization;

— content analysis encompassing existing studies and scientific litera-
ture (meta-analysis), which allows to gather relevant information on
disinformation and social polarization;

— theoretical models applied for better understanding of the complexity
of psychological mechanisms, disinformation, and its impact;

— inference from empirical studies to provide the basis for further ex-
ploration; and

— integration of perspectives from other fields, including psychology,
information security, and social sciences through an interdisciplinary
and holistic approach to the problem of disinformation and social po-
larization to enable critical analysis of existing theories and research
findings.

The study was theoretical in nature, and the results provided a foun-
dation for further empirical research. The methodology was specifically
tailored to address the research objective and problem, allowing for the
identification of priority mechanisms of disinformation. This approach
facilitated a deeper understanding of the relationship between disinforma-
tion and social polarization, which can contribute to developing effective
strategies to counter disinformation and encourage social dialogue.

Literature review

Disinformation exacerbates social polarization by leveraging various
psychological mechanisms, leading to increased acceptance of disinfor-
mation, reinforcing prejudices and stereotypes, and eroding trust in in-
stitutions and authorities. A comparative analysis of research on psycho-
logical mechanisms and disinformation is based on a number of articles,
such as Pennycook and Rand (2021), Greene and Murphy (2021), Escola-
Gascon et al. (2023), Adeeb and Mirhosein (2023), Karami et al. (2021),
Lewandowsky et al. (2012), and Ecker et al. (2022). These studies iden-
tify various mechanisms through which disinformation affects individu-
als, such as the lack of careful reasoning, credibility effect, confirmation
bias, echo chamber effect, resistance to correction, emotionality of the
message, manipulation of emotions, social and emotional motivations,
and the bandwagon effect. Researchers emphasize the important role psy-
chological mechanisms play in shaping social polarization and the urgent
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need for further empirical research to better understand these processes
and develop strategies to counter disinformation effectively.

Psychological mechanisms of disinformation

Disinformation is a concept that has recently gained significantly in
importance in communication processes. There are several different terms
that refer to disinformation, including manipulation, fake news, and prop-
aganda. These terms differ in their nuances, making definitional distinc-
tion a subject of separate consideration. For the purpose of this article
and to meet research objective, disinformation is defined as the deliberate
dissemination of false information intended to mislead the audience and
manipulate their perception of reality. This broad definition allows for
a comprehensive exploration of the issue. In the realm of psychological
research, disinformation refers to the process by which individuals ac-
quire certain information and incorporates it as a cognitive resource into
their cognitive process without critically evaluating its truthfulness (Pol-
czyk et al., 2012). This process may lead to the distorted perception of
reality and affect social polarization through, for example, creating false
beliefs and divisions between social groups (Wrzoszek, 2019).

The psychological aspects of disinformation mechanisms in the field
of security science are essential for understanding how false information
is spread and how it can be effectively countered. Analyzing these psy-
chological factors provides insight into the methods of manipulation used
in disinformation campaigns, which in turn help design strategies aimed
at educating the public, raising awareness, and building public resilience
against such threats (Szpitalak, Polczyk, 2017). In the context of security,
studying the psychological mechanisms of disinformation helps identify
vulnerabilities in the information transfer processes and pinpoint factors
that make individuals more susceptible to manipulation.

Disinformation indeed poses significant threats to national security
as a tool for hybrid warfare, public safety with false information about
health risks, as well as undermines trust in public institutions, increas-
es vulnerability to manipulation, and cybersecurity risks (Buczel et al.,
2021). Therefore, new approaches and methods are needed to study disin-
formation, especially in the context of security.

The study of psychological mechanisms behind disinformation in the
context of social polarization involves compiling relevant findings from
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scientific literature to identify social divisions. At this stage, it is neces-

sary to define psychological mechanisms and then extract their descrip-

tions from selected publications and scientific studies for further research.

In this context, the psychological mechanisms of misinformation refer
to the complex cognitive, social, and cultural processes that lead to the
acceptance, dissemination, and perpetuation of false information (Buczel
et al., 2021). These mechanisms, as social processes, involve interactions
and communication between individuals, as well as between individuals
and institutions.

To identify the psychological mechanisms behind disinformation,

a comparative analysis was carried out, compiling categories of mecha-

nisms identified in seven subjectively selected scientific studies directly

related to this topic. Table 1 presents these psychological mechanisms of
disinformation. The primary research problem was to obtain meaningful
results extracted based on various definitions of these mechanisms. This
tabular summary aims to extract the mechanisms identified in social re-
search to further operationalize them for analytical purposes.

The comparative analysis collated the following articles:

1. G. Pennycook, D. G. Rand, The Psychology of Fake News (Penny-
cook, Rand, 2021);

2. C. M. Greene, G. Murphy, Quantifying the Effects of Fake News
on Behavior: Evidence From a Study of COVID-19 Misinformation
(Greene, Murphy, 2021);

3. A. Escola-Gascon, N. Dagnall, A. Denovan, K. Drinkwater, M. Diez-
Bosch, Who falls for fake news? Psychological and clinical profiling
evidence of fake news consumers (Escola-Gascon et al., 2023);

4. A. R. Adeeb, M. Mirhosein, The Impact of Affect on the Perception
of Fake News on Social Media: A Systematic Review (Adeeb, Mirho-
seini, 2023);

5. M. Karami, T. H. Nazer, H. Liu, Profiling fake news spreaders on so-
cial media through psychological and motivational factors (Karami et
al., 2021);

6. S. Lewandowsky, U. K. H. Ecker, C. M. Seifert, N. Schwarz, J. Cook,
Misinformation and its correction: continued influence and successful
debiasing (Lewandowsky et al., 2012);

7. U. K. H. Ecker, S. Lewandowsky, J. Cook, P. Schmid, L. K. Fazio,
N. Brashier, P. Kendeou, U. K. H. Ecker, The psychological drivers
of misinformation belief and its resistance to correction (Ecker et al.,
2022).
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Table 1
Comparative analysis of studies on psychological mechanisms behind
disinformation
Phenomenon Description Articles
1 2 3

Lack of caution in | No analysis of the content, no checking of the reliability | 1, 2, 3

reasoning of the information.

Credibility effect | Derive information from reliable sources or authorities, | 1,2, 3, 6
no criticism of sources.

Use of authorities | Give credence to disinformation with public, institutional, | 2, 3, 6

and institutions scientific authority.

Perception of dis- | Building awareness and identity based on information that | 1, 3, 6

information as fact | is not true as fact.

Cognitive errors | Incorrect inference and interpretation of information suc- | 1, 4, 7
cumbing to manipulation due to cognitive limitations

Confirmation  of | Seeking information to confirm beliefs or views. 1,4,5

your own beliefs

Echo chamber ef- | Surrounding oneself with information that confirms |1, 3,5

fect views, the formation of information bubbles.

Resistance to re- | Maintaining misconceptions despite presentation and |1, 3,6

visions learning correct information or corrections.

Third person ef- | Recognize that disinformation exists, but it is others who | 2, 6, 7

fect are susceptible to it.

Reversal effect Deepening conviction and belief in falsehood under the | 1, 6, 7
influence of true information.

Effect of further | Difficulty in changing beliefs under the influence of real | 2, 3, 6

influence information.

Effect of illusory | Considering false information as true because it is repeat- | 1, 4, 6

truth ed many times.

Information lever- | Difficulty in changing beliefs after believing misinforma- | 2, 4, 6

age effect tion.

Barnum Effect Accepting general statements as accurate descriptions. ,5,7

False and selec- | Narratives that conform to a general concept of truth, ma- | 1,4, 5

tive information | nipulated or selected facts.

Pseudoscientific | Beliefs that are seemingly based on scientific arguments, | 1, 4, 6

beliefs but in reality have no scientific support or research nor
evidence.

Effect of influence | Recognition, the tendency to overestimate one’s ability to | 1, 4, 5

control control situations or events, the ability to know the truth.

Emotionality  of | Influencing the assessment of the credibility of informa- | 1, 2, 4

the message tion by evoking extreme emotions.

Manipulation of | Reducing the rationality of the recipient’s actions by de- | 1, 2, 4

emotions liberately evoking strong emotions.

Social and emo- | The desire to attract attention, gain recognition, strength- | 1,2, 5

tional motivations

en social relationships.
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1 2 3
Social proof Argumentum ad populum, is the logical fallacy of believ- |2, 4, 7
ing that something is true because it is widely accepted or
popular in society.
Social impact Following the approval and recognition of others (confor- | 1, 3, 5
mity, social pressure, social persuasion).
Bandwagon effect | The tendency of people to adopt certain beliefs, attitudes |2, 4, 7
or behaviors because they see others doing so.
Improving rela- | Attracting attention, recognition, strengthening relation- | 1,2, 5
tionships ships in the group.
Confusion and | Conflicting information, manipulation of facts, confusion, | 1, 2, 6
uncertainty loss of trust in sources.
Creating  confu- | Excess of information, infodemia, confusion of the audi- | 1, 3, 6
sion ence, impediment to judgment.
Lack of control Disinformation as a mechanism for dealing with uncer- | 1, 3, 6
tainty.

The above overview allows for some generalizations regarding the
psychological mechanisms of disinformation. Based on the comparative
analysis, several categories have been identified.
1. Trustin sources and authorities.

In this category, it is possible to distinguish mechanisms that lead to
trusting disinformation due to the perceived credibility of the source.
These mechanisms are:

a) Lack of caution in reasoning (lack of content analysis, verification
of the reliability of sources, criticism);

b) Credibility effect (the origin of disinformation from sources con-

sidered credible, authorities, opinion leaders, public or cultural in-

stitutions);

¢) Perception of disinformation as fact.

Cognitive distortion — the category focuses on psychological mecha-

nisms that lead to distortion of information perception and interpreta-

tion of reality in a manner consistent with existing beliefs.

a) Confirmation of one’s own beliefs (seeking information that con-
firms the recipient’s views, orientation toward confirmation of ex-
treme opinions, acceptance of information that is consistent with
beliefs);

b) Information isolation and polarization (isolating oneself from in-
formation that contradicts one’s own beliefs and reinforcing po-
larization of views);

¢) Omitting information deemed incompatible with one’s worldview.
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. Resistance to change and denial — the category focuses on the psy-
chological mechanisms that lead to resistance to change of views and
denial of disinformation, includes:

a) Discrepancy between belief in information and awareness of its
uncertainty;

b) Lack of awareness of disinformation;

c) Effects: third person, retreat and further influence.

. Perpetuation of misinformation — refers to mechanisms that rein-

force belief, conviction in false information, such as:

a) Illusory truth effect, information leverage effect, Barnum effect,
influence control effect;

b) Information and narrative selection;

c) Pseudoscientific beliefs.

. Emotional influence — focuses on emotions as psychological mecha-

nisms that lead to greater susceptibility to misinformation:

a) Emotional presentation of information;

b) Emotionality of the message (extreme emotions, manipulation of
emotions, deliberate evocation of strong emotions, attracting atten-
tion, gaining recognition, reinforcing the message);

¢) Acceptance of inaccurate content;

d) Lowering the threshold for individual assessment of the reliability
of information.

. Conformism and social pressure — verifies group social relations,

networks and social behavior due to adaptive processes through:

a) Social proof;

b) Strive for acceptance and recognition;

¢) Bandwagon effect — adopting the attitudes and opinions of others,
recognizing that others do the same;

d) Relationality of acceptance of disinformation — attracting atten-
tion, recognition in the group, strengthening relationships, distri-
bution.

. Uncertainty management — by dispersing actions and narratives (in-

fodemia) suggesting and indicating danger, reinforcing uncertainty,

building an atmosphere of anxiety:

a) Confusion — conflicting information, manipulation of facts;

b) Reducing the credibility of public information sources;

¢) Infodemia — an excess of information, giving contradictory infor-
mation;

d) Recognize disinformation as a way to act anomie.
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Understanding the psychological mechanisms behind the impact of
disinformation is crucial for addressing social polarization. The summary
does not yet directly analyze polarization. However, the matrix provided
outlines the identified impact mechanisms. In the next stage of the study,
it will be necessary to select and rank these mechanisms based on their
contribution to social polarization.

There is no doubt that disinformation exacerbates social polarization,
largely due to the psychological mechanisms it exploits (Linden et al.,
2021). The insights from psychology are more relevant in this context
than those from security sciences, as they use different methodologies.
Psychology provides a deeper understanding of the underlying psycho-
logical mechanisms driving disinformation and social polarization. Psy-
chology helps to understand the mechanisms related to thinking motiva-
tion, emotions, psychological effects (errors, biases), and the analysis of
social interactions, particularly in response to information stimuli from
the environment. This understanding offers tools to counter and reduce
the impact of disinformation and mitigate social polarization.

When considering the mechanisms of disinformation affecting social
polarization, it is important to focus on motivational mechanisms. These
mechanisms fulfill the need to maintain cognitive coherence, positive
well-being, social belonging, reduce uncertainty, and conserve cogni-
tive resources (Szpitalak, 2012). They are particularly relevant to social
polarization as they shape beliefs, attitudes toward oneself and others,
leading to the reinforcement of divisions, intergroup conflicts. They also
increase acceptance of and demand for disinformation that confirms pre-
existing beliefs, strengthens misconceptions, fosters feelings of posi-
tive well-being and social belonging, confirmations one’s value within
a group, heightens chauvinistic sentiments, deepens social divisions, and
reinforces prejudices (Szpitalak, 2012).

Social polarization and international security

Social polarization is a process in which society is divided into
extreme and opposing groups, often based on views, values, beliefs,
or preferences. This division can lead to increased conflicts and disa-
greements, making dialogue and cooperation between different social
groups more difficult. Social polarization can be driven by various fac-
tors, such as differences in worldview, politics, or socioeconomic sta-
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tus. In extreme cases, it can lead to social and political destabilization
(Konopka, 2022).

Social polarization in the context of disinformation refers to a process
where false information, spread intentionally or unintentionally, exacer-
bates divisions in views and social beliefs. Disinformation can foster the
creation or deepening of differences between social groups, reinforcing
conflicts and making it more difficult to reach a consensus or common
understanding. It is noted that disinformation and social polarization are
closely correlated phenomena often leading to information isolation, in-
creased tensions, and a breakdown in dialogue between different social
groups (Azzimonti, Fernandes, 2021).

Social polarization can be identified and studied through several as-
pects, including:

a) worldview divisions and differences in values, beliefs, or ideologies
between social groups;

b) political divisions resulting from different political preferences, sup-
port for parties or politicians;

¢) economic divisions manifested as inequality of income and living
conditions; and

d) cultural divisions, or differences in customs, traditions, language, etc.

(Kolczynski, Norstrom, 2022).

Increased polarization is primarily driven by the media, disinforma-
tion, and decline of social dialogue or empathy. The magnitude of social
polarization is important for state sovereignty and security, as it directly
affects political, social, and economic cohesion and stability. It is there-
fore important not only to monitor polarization itself but also the factors
that influence it, and to implement measures to mitigate existing divisions
(Kolczynski, Norstrom, 2022).

Social polarization is an important factor in national security. Its in-
tensity influences internal conflicts, social integration or disintegration,
acceptance of political decisions, and perceptions of state institutions.
High levels of social polarization foster internal tensions, which can be
exploited internationally or have broader international implications (Va-
sist et al., 2023).

Social polarization has a direct bearing on international security. One
contributing factor is a geopolitical code, which antagonizes a society
or a nation against others (Lewandowski, 2020). Geopolitical codes in-
fluence polarization, especially by shaping narratives, national identity,
and public opinion. They serve as propaganda tools that determine public
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perception of international relations through emotional appeals, public
sentiments, and attitudes (Lewandowski, 2020).

Growing social polarization has also other impacts on international
security, such as making cooperation more difficult, hindering consensus-
making, and threatening the quality of democracy (Azzimonti, Fernandes,
2021). Increased vulnerability to external information sources, global me-
dia, and the Internet presents new challenges for international and infor-
mation security in addressing the impacts of rising polarization. On the
one hand, intercultural dialogue may seem easier due to open borders and
transnationalism, while on the other hand, conflicts, media bubble isola-
tion, and polarization are increasing (Said-Hung et al., 2023). Additional
factors include the rise in international conflicts and tensions, the growth
of extremism, terrorism, and nationalism, and the decline in international
trust (Bjornsgaard, Duki¢, 2023).

These conditionalities create complex relationships where disinfor-
mation significantly influences social polarization through information
manipulation, false narratives, and the use of geopolitical codes. As a re-
sult, it deepens existing social divisions, reinforces conflicts, and weak-
ens trust in groups and institutions. Social polarization directly affects
national and international security. Although disinformation is often mar-
ginalized as a hybrid activity, it has a direct impact on state and regional
security. This has been demonstrated in several studies. Specific security
areas vulnerable to disinformation and polarization include political, so-
cial, economic, and information sectors (Domalewska, 2021). Since po-
larization directly affects various aspects of state security, it also shapes
the security of entire regions.

The strengthening of disinformation and polarization in democratic
states is a particularly dangerous trend, affecting social, political, or me-
dia pluralism. Democracies become particularly vulnerable to hybrid ac-
tivities. As a result, they risk of becoming hostages to the very values
they uphold, such as freedom of speech and media. In discussions about
the crisis of democracy, many symptoms of the crisis are closely tied to
polarization. Key concerns include political instability, inability to reach
social and political consensus, and the lack of compromise and negotia-
tion. This paralyses political processes within government institutions.
The slow erosion of democracy under the influence of social polarization
manifests itself through the violation of democratic norms, destruction
of its standards, and the restriction of civil liberties. Intergroup tensions
are rising, and public discourse is increasingly framed in terms of “us vs.
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them” or “friend vs. foe” divisions. This contributes to the emergence
of categorization, stigmatization, and reliance on stereotypes. These, and
many other aspects of the crisis of democracy, are exacerbated by disin-
formation and social polarization (McCoy et al., 2018).

Psychological mechanisms of disinformation and their role in social
polarization

While analyzing the impact of disinformation on social polarization,
various authors point to the following primary factors:

a) information manipulation — deliberate distortion or concealment of
information in order to influence public opinions and views;

b) manipulating emotions;

c¢) conflicts between various groups over views, values, and ideas;

d) inequality — significant differences in access to material goods, educa-
tion, power, etc. among different social groups;

e) extremism — adherence to radical views and attitudes, often combined
with the pursuit of conflicting goals while resorting to violence or un-
democratic methods;

f) lack of trust in public institutions (e.g., government, parliament) and
the media;

g) political propaganda and the formation of desirable attitudes;

h) lack of dialogue, communication, and the exchange of views between
different social groups;

1) discrimination and exclusion based on race, gender, religion, sexual
orientation, etc. (Alvarez-Galvez et al., 2023; Azzimonti, Fernandes,
2021).

This list helps to identify that some psychological mechanisms are
more specifically aligned with disinformation than others. The analysis of
data available reveals strong correlations between categories of suscep-
tibility to disinformation and factors that contribute to increasing social
polarization.

This section of the article presents a deductive analysis, formulating
general conclusions based on theoretical premises and the juxtaposition
of research findings. It compares identified categories of susceptibility to
disinformation with factors that promote social polarization, incorporat-
ing insights from scientific literature and social research. Additionally,
this section suggests the potential usefulness of identified psychological
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impact mechanisms in studying social polarization. Accordingly, the fol-
lowing section presents relationships between categories and factors, as
well as a proposed valorization scale for conceptual and theoretical obser-
vation of the phenomenon, which requires operationalization for the use
in further social and narrative research.

Referring to the previously identified categories, conformism can be
seen as an enabler of disinformation and social polarization (Colliander,
2019). Conformism the tendency to adapt one’s behavior, views, and
opinions to the norms and expectations of the group one belongs to, plays
a significant role in the context of disinformation and social polariza-
tion. It can lead to several negative outcomes, including acceptance of
disinformation to align with others or loved ones, the desire to avoid ex-
clusion, and the need to belong to a group adhering to specific, strong
beliefs. Conformism may also result in the adoption of popular and com-
mon beliefs in public discourse as one’s own, reduced critical thinking
towards information sources, the formation of unreflective attitudes, and
decreased willingness to question information. This can cause individuals
to repeat falsehoods within their groups, reinforcing disinformation, and
contributing to the creation of information bubbles.

Cognitive distortion drives social polarization by reinforcing one’s
beliefs (Guess, Andrew, Nyhan, Bernard, Reifler, 2018). This manifests
as seeking out information that confirms pre-existing beliefs, reject-
ing information that contradicts expectations, shutting down dissenting
opinions, isolating oneself, polarizing viewpoints, and radicalizing be-
liefs (Ackland, Gwynn, 2021). Uncertainty management, as an enabler
of polarization, operates by creating confusion and infodemia, present-
ing contradictory information, fostering uncertainty, anomie, and con-
fusion. This strategy aims to undermine the credibility of information
sources, leading to focus on false information as way to explain reality,
thus creating fear and reinforcing extreme behaviors (Dolores Albar-
racin, 2021).

Resistance to change and denial reinforce social polarization through
the disconnect between belief in information and belief in its truth. Aware-
ness that information may not be accurate does not prevent individuals
from believing in or spreading it (Oyserman, Dawson, 2021). False infor-
mation serves to reinforce existing beliefs and strengthen group identity
(Schwarz, Jalber, 2021). This behavior limits self-reflection on one’s own
views, promotes tolerance of misinformation, and leads to the question-
ing of others’ beliefs, ultimately fostering criticism and conflict.
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The perpetuation of misinformation as an enabler of polarization man-
ifests itself through the illusory truth effect — where the mere repetition of
information in discourse leads to its perceived truthfulness. This results
in the perpetuation of false information in public consciousness, its incor-
poration into individual identity, resistance to dissenting opinions, and the
creation of personal narratives (Lazer et al., 2018).

The emotional impact and presentation of information as a driver of
social polarization is evident through the use of catchy, easily remem-
bered, and extreme content that appeals to strong emotions (Schwarz,
Jalber, 2021). This also leads to the acceptance of inaccurate information
that contradicts logic, shifting blame and responsibility to those who hold
different views or are critical of the sources.

This observation ties into the role of trust in sources and authorities
as a factor influencing social polarization. The aims is to gradually erode
credibility and trust in the media and public institutions as reliable sourc-
es of information (Guess, Andrew, Nyhan, Bernard, Reifler, 2018). As
a result, social groups that trust the media and public institutions stand
in opposition to those seeking alternative information. This situation also
arises the risk of individuals isolating themselves within media outlets
that align with a particular political stance.

The deductive analysis above suggests a correlation between catego-
ries of psychological disinformation influence and susceptibility to social
polarization. It should be noted that these correlations are complex and
may vary depending on the social and cultural context. Additionally, there
are numerous other factors that can contribute to social polarization, with
disinformation being only one of them.

To fulfill the purpose of the study, the analysis, selection, comparison,
and collation of data was carried out to assess the usefulness of psycho-
logical mechanisms related to disinformation that foster social polariza-
tion. The following section assigns specific values to specific categories
and factors (Sztabinski, 2011). The ranking of values involves prioritizing
elements based on specific criteria. While providing the ranking and valu-
ation the psychological mechanisms, three distinctions were made:

a) priority categories were identified to be directly related to motivational
mechanisms of disinformation, which translate into social relations and
group behavior followed by individuals exposed to disinformation.
These include conformism, social pressure, and cognitive distortion;

b) secondary categories were identified as those indirectly related to the
motivational mechanisms of disinformation, significantly affecting
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how individuals perceive themselves and others within a group. These

include uncertainty management, resistance to change and denial, and

the perpetuation of disinformation;

c¢) tertiary categories were identified as those that do not directly affect
the perception of individuals or self within a group but influence sus-
ceptibility to disinformation. These include emotional affect and trust
in sources and authorities.

The methodological summary above allows for ranking individual
mechanisms of disinformation and narratives based on the strength of
their impact on social polarization. This helps determine which mecha-
nisms are present and to what extent, for example, in the context of Rus-
sian disinformation in Poland. Priority mechanisms are assigned the value
of 3, secondary 2, and tertiary categories the value of 1.

The methodological approach allows for assessing the strength and
intensity disinformation impact. If the analysis of disinformation dem-
onstrates a strong presence of priority mechanisms, one can conclude
that disinformation have significant polarizing potential. This framework
also helps identify key disinformation mechanisms. Furthermore, this ap-
proach fosters strategies to counter disinformation by considering spe-
cific characteristics, purpose, and mechanisms behind its polarizing effect
(Allcott, Gentzkow, 2017).

Critically addressing the results, it is important to note that this analy-
sis is theoretical and based on existing research findings and literature. It
does not include empirical research, but rather serves as a foundation for
future studies on disinformation and its impact on social polarization. The
proposed model is highly simplified and does not take into account all
possible factors, focusing only on those most frequently discussed in the
scientific literature. Therefore, the conclusions drawn are preliminary and
meant to serve as suggestions for further empirical research.

A practical dimension of the above study and analyses is expressed by
the model of social polarization with regard to disinformation:

Pp=f(D.C.S)

where: Pp — level of social polarization as a function (f) of the depend-
ence on disinformation (D), individual characteristics of the re-
cipient influenced by psychological mechanisms of disinforma-

tion (C), and factors applicable to social polarization (S).
The above analysis identifies a range of variables behind mechanisms
and factors, such as the level of polarization, direction of polarization, type
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of disinformation, distribution channels, level of reception, trust in media,
and trust in public institutions. Analyzing these variables through the social
polarization model can provide valuable insights into disinformation mech-
anisms driving increased polarization. This information can be instrumental
in developing strategies to counter polarization and promote social dialogue.

It is also important to highlight that existing mechanisms to combat
disinformation remain largely ineffective. Methods such as fact-checking,
inoculation, identity management, prebunking (Ecker et al., 2022), de-
bunking, or nudging (Ziemer, Rothmund) have not yielded spectacular
results in the fight against disinformation. This underscores the need for
further research into the effectiveness of strategies and actions to counter
the spread of disinformation and reduce social polarization.

Conclusions

Today, access to information is cheaper and easier than ever before.
However, this also led to a growing problem of disinformation, which sig-
nificantly impacts our societies. It undermines trust in institutions, traps
people in “information bubbles” where they are confronted only with
views consistent with their own, and contributes to social polarization.
Social media algorithms and the polarization of language amplify this
effect, making it increasingly difficult to encounter differing perspectives.

This article clearly confirms the importance and role of disinformation in
shaping social polarization and international security. Disinformation deep-
ens social polarization through psychological mechanisms while at the same
time increases the acceptance of disinformation activities. It reinforces ex-
isting prejudices and stereotypes, leading to deeper societal divisions. Psy-
chological mechanisms such as availability heuristics and the confirmation
bias make people more vulnerable to disinformation. This, in turn, erodes
trust in institutions and authorities, promoting social polarization. Disinfor-
mation undermines social capital and hinders efforts to build consensus.

The research identified the main categories of psychological mecha-
nisms behind misinformation. These include distrust to sources and au-
thorities, cognitive distortion, resistance to change and denial, perpetua-
tion of misinformation, emotional affect, conformity and social pressure,
and uncertainty management. These mechanisms reinforce factors con-
tributing to social polarization, with varying degrees and intensity. This
highlights the need for further empirical research.
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The analysis indicates an increase in disinformation activities in
democratic states, accompanied by increasing social polarization. While
the exact level of correlation between these phenomena requires further
research, there is no doubt that the connection exists. Disinformation,
through social polarization, exacerbates the crisis of democracy, affects
its quality, and impacts national and international security.

Conclusions drawn from this work for international security suggest
that the psychological mechanisms of disinformation driving social po-
larization can erode trust in national and international security institu-
tions, impede cooperation in addressing transnational issues, strengthen
nationalism and extremism, and obstruct dialogue and negotiations be-
tween nations. Certainly, disinformation is, and will continue to be, used
to manipulate public opinion to destabilize states and interfere in their in-
ternal affairs. Ultimately, disinformation and social polarization represent
a significant challenge to international security.
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Psychologiczne mechanizmy oddzialywania dezinformacji
na polaryzacje spoleczna

Streszczenie

Artykut analizuje ztozone relacje migdzy dziataniami dezinformacyjnymi a wzro-
stem polaryzacji spotecznej. Badanie zaktada identyfikacj¢ gtownych mechanizmow
psychologicznego oddzialywania dezinformacji oraz ich odniesienie do czynnikow
ksztaltujacych polaryzacyjne postawy spoteczne. Artykut dokonuje konceptualizacji
czynnikow dezinformacyjnych oddziatujacych na polaryzacje spoteczng. Poprzez in-
tegracje perspektyw badawczych pochodzacych z nurtu psychologii spotecznej i ba-
dan spotecznych nad komunikacja, polaryzacja i dezinformacja nastgpuje przeniesie-
nie operatdéw poznawczych na grunt nauk o bezpieczenstwie.
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